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Maximize AWS Security Posture at Scale through Aut;nation

=\ 0 - Reduce Risk with Preventative & Detective Controls As A Service
21 N Through Control Broker

In the Finandal Servicesindustry, security of workloads and infrastructure is critical. One security misstep can lead to cripplingregulatory fines
and a loss of customer trust which impact revenue. By s hifting security controls and guardrails leftin the development and deployment
process, companies can automatically catchand prevent security vulnerabilities before they put the organization at risk. Vulnerabilities need to
be identified quickly by hooking preventative controls into everystage ofthe SDLCfrom the developer's IDE to the CI/CD build, test, and
deploymentstages to preventrisk. Additionally, maintaining security over the lifespan ofthe resource also needs to beaddressed through
identification with detective controls and then event-driven reactive actions are used to automatically remediate identified vulnerabilities.
Vertical Relevance's Control Broker and rules engine module enables an organization to build tailored and customized rules and make them
accessible as aservice. Through preventative and detective controls, reactive actions, and the Control Broker an organization can be confident

theirinfrastructure is secure throughits entire lifecycle.

c\ v ~ Improve Visibility Of AWS Security Posture Through A Single-Pane-
21\ Of-Glass

As the emphasison securityin AWS increases, sodo the number of proprietary tools and software products that claim to “solve” your organizations
securityconcerns. While each of those products and services maydo one thing, they oftenwork insiloed manners and donot give a holisticviewof an
organization’s security posture. Vertical Relevance's approach to security within AWS is to |leverage AWS's security service S ecurity Hub as the single
paneof glass forall security events acrossyour entire organization. We then build out custom integrations, using what we call custom aggregators, for
services like Configrules, CI/CD pipeline integration, code scanning, etc. that all report into that single AWS Security Hub tool. By structuring all
securityeventsinthe AWS Security Finding Format (ASFF)it can be ensured that all security events contain consistent and relevant properties that can
be mappedoutto demonstrate compliance with even the most stringent requirements (e.g., NYDFS, PCl, FINRA, etc.). From there events andincidents
can be observed, respondedto, and automatically re mediated.

Features
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= = We create custom preventative controls to ensure thatinfrastructure that doesnot comply with your organization's

Z 01N standards, never gets deployedinthe first place. This comes in many shapes and sizes such as pre-deployment CI/CD IAC
code validation, IAM restrictions, Service Control Policies, and many other mechanisms depending on your needs.
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o Z, Forexistinginfrastructure inyour environment, we provide tooling to monitor for not only drift from initialcompliant

Z 01\ configuration, but also non-compliant configurations. When non-compliant infrastructure is detected, the necessary
stakeholders will be notified, and reactive actions can be executed to remediate.
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- Z, Reactingand re mediating to uncompliant infrastructure has never been easier. With the proper automated reactive actions

VRN in place, infrastructure that does not meet security re quirements willbe automatically re mediated basedinan event-driven

mannervia the events that are monitored within AWS’s Eve ntBridge.
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Vertical Relevance on AWS

AWS providesscalable, resilient and secure servicesthatenable customers to build effident solutions to meet their market needs. Vertical
Relevance brings significant Financial Services and AWS te chnology experience to evaluate current and targeted capabilitiesa gainst businessgoals
and identify solution architectures and management processes to achieve those business goals. We partner with our customers to evaluate,
prioritize and execute on programs to evolve their existing applications into cloud native solutions that are secure, reliabl e, perform efficently, and
are optimized for cost, while managed using best practices.

Improved Security posture within AWS

With anautomate everything security a pproach, operational overhead andriskare significantly reduced. In addition, organizational security forthe
firsttime is centralized for enhanced observability.
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= (. With a single-pane ofglassand centralization of o A Through the implementation ofreactive actions,

Va 0 AN security findings, organizations will have a Y4 0 N issues can be automatically remediated and
wholistic view of pressing security matters across reduce therisk tothe organization.

a large anddiverse AWS|andscape.
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=) =) Control Broker's service-based implementation enables o Z Control Broker's rulesengine is flexible and
Y 0 AN organizations toimplement their controlsina scalable 7 0 N customizable,andrulescanbereusedacross
manneracrossthe entire AWS organization. multiple and mediums.

Industry Leading Security Platform for Financial Services
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Securityevents canlead toapplication outages.

With the increasing scale of workloads in AWS, manual An investmentin yourinfrastructure security isan

remediation is no longer a viable option. Remediation investmentin yourcustomers and their data By reducing the attackvector andnumber of
needs tohappeninstantlyas eventoccur. With event protection. An increased and automated security security related events, outages can be
driven responses to security risks, risks are mitigated as posture can give customers the peace of mind reduced. Ina world where customers expect
they happen, not when an engineerhas time to they’re looking for whentrusting their sensitive their finandalapplications tobe always
investigate andresolve. data with yourorganization. available, thisisa must.

Get started with Vertical Relevance solutions on AWS
If you are looking to provide automation, consistency, predictability, and visibilityto your software release process contactus today.
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