Vertical Relevance on AWS adWsS partner ‘\/ VERTICAL

h

' > network RELEVANCE

Operationalizing AWS Compliance through Automationfor Financial Services
Institutions

=\ y Design Technical Control to Align to Governance and Compliance
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71\ Requirements

Financial Servicesinstitutions are highlyregulated and have strict requirements which can require regularinternal or external a udits to ensure
compliance (.e.g., NYDFS, PCl, FINRA, NIST, etc.). Foraninstitution to run a regulated workload on AWS, they will have to gothrougha
compliance and governance evaluation to determine what policiesand controls mustbe putin place to runthe workload onAWS and still meet
compliance requirements. The number of compliance frameworks that exist with the intention ofsimplifyingan organization's efforts of
becoming and stayingcompliant is seemingly endless (e.g., CSA CCM, ISO/IEC 27001, etc.), but theyall tend to fall shortintactical
implementation. The requirement maybe clear but the implementation ofthe control and providing validation of the requirement b eing met
is difficult. Vertical Relevance's takes a multi-step process combining financial servicesindustry expertise and the use of compliance
frameworks (e.g., CSA CCM, ISO/IEC27001, etc.), AWS frameworks, and Vertical Relevance's compliance control library to deliver the technical

control designandimplementationthat meets those needs.

}Q”ﬁ Simply Technology Audits with Automation
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The ever-increasing number of resources withina company’s AWS organization makesauditing an untenable task without some form o f automation.
With the introduction of AWS Audit Manager, this hasbeen drastically simplified. Through the utilization of custom audits th at can be created with
Audit Manager, an organization can be empowered for the first time with automatic collection of evidence to prove that their infrastructure and
workload are compliant. The artifacts fromthese continually runninga udits of AWSinfrastructure canbe exportedatanytime in aformatthatis
acceptedbyinternal and externalauditors.
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= = False positives of non-compliant configurations have plagued compliance and audit stakeholders since the inception of IT

Z 01N audits. Outdated queries, proprietarytooling, and overalllack of transparency around the different software platforms
being used has led to inaccurate and inconsistent reporting around the actualstate of compliance of a workload. With the
adventtools like AWS Audit Manager this has become a trouble ofthe past.
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- z Given AWS'’s advanced event driven technology where all changesto resourceswithin an environment triggeran event,itis

VRN easierthan everto create detective controls for different components of a workload that go from being compliant to out of
compliance. When such event occurs, depending on the severity and remediation mechanisms in place, critical stakeholders
on both the securityand compliance teamcan be notified to re mediate asneeded.
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- - Detecting non-compliant resourcesand configurations is one thing, automatically re mediating them is another. When

VRN working with organizations we work both the compliance and security stakeholders to build out the necessary preventative,

detective, and reactive controls to s wiftly and seamlessly address noncompliance of resourcesas soonas it occurs.
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Vertical Relevance on AWS

AWS providesscalable, resilient and secure servicesthatenable customers to build effident solutions to meet their market needs. Vertical
Relevance brings significant Finandial Services and AWS te chnology experience to evaluate current and targeted capabilities a gainst business
goalsandidentify solution architectures and management processes to a chieve those business goals. We partner with our customers to
evaluate, prioritize and execute on programs to evolve their existing a pplications into cloud native solutions that are secure, reliable, perform
effidentlyand are optimized for cost, whilemanaged using best practices.

Simplify Compliance in AWS once and for all

Compliance in AWS doesn’t have to be difficult. With the proper planning, requirement gathering, and above all implementation ofautomated
mechanism toachieve compliance, time spend being reactive to compliance can be minimized.
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= = Compliance stakeholders can operate in o z Reducedthe potential of noncomplianceinan

Y 0 AN proactive manners as opposed to reactive. 4 0 N organization byleveraging automated toolslike
audit manager.

A \ 0

Byleveraging AWS services for both their compliance and o Z Simplified process of collecting, maintaining, and

[—] [—]
securitytooling, the linkage between the two domains can

0N Y tooling the linkage bet om VEARN
be achievedto betteridentifyrisks to an organization and

presenting allevidence inan auditor friendly

formatthrough automation.
to remediate them.

Industry Leading Compliance Platform for Financial Services
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Optimizedto scale across entire organization.

Organizations don’trealize they’re out of compliance Compliance solutions designed to not impede
before it’stoolate, butby takinga technology-driven developers or development. Withthe growing Compliance and necessary controls are built
approach to compliance thatcan be greatly reduced. An demand on traditional financial services into the account vending process butcan also
automated system enables the organization tohave a companies to modernize, we understand the be retroactively applied via self-service
real-time view into their state of compliance across the importance of delivering solutions that promote mechanisms.
enterprise. the acceleration of development, notinterfere

with it.

Get started with Vertical Relevance solutions on AWS
If you are looking to provide automation, consistency, predictability, and visibilityto your software release process contactus today.
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